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191 dias



191 elias

Demora una empresa promedio
en detectar una brecha de seguridad




El dia a dia del analista de seguridad
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Detectar Un atacue




Los atacantes rompen las defensas tradicionales todos los dias

2014 2015 2016
1+ Billion records Unprecedented Impact 4+ Billion records

Attack ty ,
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XSS Physical Bruteforce  Misconfig. Malvertising  Watering Phishing SQLi DDoS Malware Heartbleed Undisclosed
access hole

Source: IBM X-Force Threat Intelligence Index - 2017
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;,De donde vienen los ataques?

$445 BILLONES
Pérdidas estimadas para
la economia global

49%
De los profesionales de IT

mantienen los accesos de su
anterior empleo
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Las organizaciones continuan invirtiendo en productos puntuales
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Herramientas de seguridad de

4 5 999999
Fabricantes

Source: IBM Client Example
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Numero de productos a través del tiempo
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Incrementando los costos y la complejidad
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Tiene que analizar eventos de:

Indicadores de Compromiso

Reputacién IP
nteligencia
ante
Amenazas

Gestion de parches en el punto final

Antivirus g

Firewalls

Sandboxing
Parches virtuales

Visibilidad en la red

Protecciéon contra Malware
Estaciones
de trabajo

Proteccion d_e las
transacciones

Proteccion ante

. : - fraudes
Gestiodn de dispositivos é Fraude

Avanzado Deteccion de

Contenido seguro @ criminales

Cloud access Workload
security broker protection

Nube

Monitoreo de datos @ Gestion de usuarios privilegiados

Identidades
y Accesos

Control de acceso a datos € Roles y permisos

Escaneo de aplicaciones Gestion de accesos

Gestién de seguridad en aplicaciones Gestién de Identidades
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Penetrar m Expandir Colectar

—————

Encontrar como Infectar sistemas Traer la
ingresar y ganar servidor o lograr nuevos informacion a ser
credenciales vulnerable accesos robada/expuesta

organizacion.
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Controles y vigilancia

‘ Antispam/control de correo

et e e o Filtro Web / VPNs
- ° Web Application Firewall
o

T = NG IPS

Firewall
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Saturacion — EPS (Eventos por segundo)

10 EPS Antispam/control de correo

50 EPS Filtro Web / VPNs

Web Application Firewall

Antivirus

NG IPS

100 EPS Firewall
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Correlacion e eventos
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Tabie 1

Information 4-bit binary 6-bit binary 3-bit ternary

umber information information information
1 0000 01 00 00 100
2 0001 01 00 01 101
3 0010 o1 00 10 102
4 0011 01 01 00 110
5 0100 01 01 01 11
6 0101 01 01 10 112
7 0110 01 10 00 120
8 0111 01 10 01 121
9 1000 01 10 10 122
10 1001 10 00 00 200
11 1010 10 00 01 201
12 1011 10 00 10 202
13 1100 10 01 00 210
14 1101 10 01 01 211
15 1110 10 01 10 212
16 111 10 10 00 220
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Watson luchando contra enfermedades
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Entrenando a Watson en el lenguaje de ciberseguridad
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STEP 2: THE FIRST STAGE MALWARE IS EXECUTED - Once the [l malware is executed, its sole

purpose is to download Dyre.

This is completed in a few stages.

It's important to note that this stage of the process is completely dynamic.
URLs and payloads are constantly shifting in order to evade detection.

The - malware itself constantly evolves and remains obfuscated, allowing it to evade antivirus

measures as well.

1) - contacts checkip.dyndns.org in order to determine the public IP address of the machine it

is on.
This website replies with a simple message Current IP Address: x.x.x.x.
The - uses this information to understand who it has infected.

2) Next, a STUN (Session Traversal Utilities for NAT ) server is contacted to determine the public [P
address and the type of NAT (Network Address Translation) service it's sitting behind.

3) Internet connectivity is checked to determine if a proxy is being utilized by contacting google.com.
4) - makes its initial contact with the Command & Control (€&C) server.

5) - downloads Dyre from a varied list of domains as well as changing filenames.

For example, metflex(.)uk(.)com hosted a file named “t_image.jpg”, which is the Dyre malware.

After utilizing this domain, it is quickly changed, as is the file name for Byre, including the renaming
of the file extension to pdf and txt.

Regardless of the domain and URL, - executes this file and begins the stage 2 infection.
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Ok, pero como funciona la cognitividad aplicada

Analisis solamente usando Qradar.
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Cognitividad dando la real perspectiva

Analisis usando Qradar Advisor.
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Una seguridad que
piensa e interactua
como los seres humanos g suscy
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THANK YOU

FOLLOW US ON:
ibm.com/security

securityintelligence.com

xforce.ibmcloud.com

@ibmsecurity

DC888

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2016. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any
statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. 1BM, the IBM logo, and other IBM products and services are trademarks of the International
Business Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper
access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful,
comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products
or services are immune from, or will make your enterprise immune from, the malicious or illegal conduct of any party.
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