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The importance of Cybersecurity
• From industrial age to information societies

- Increasing dependence on the availability of ICTs

- Number of Internet users growing constantly

(now 40% of world’s population)

• Statistics and reports show that cyber-threats are 
on the rise

- The likely annual cost to the global economy from
Cybercrime is estimated at more than $455 billion (Source:

McAfee Report on Economic Impact of Cybercrime, 2013).

• Developing countries most at risk as they adopt
broader use of ICTs

- E.g. Africa leading in Mobile-broadband penetration:
almost 20% in 2014 - up from less than 2% in 2010 (Source:

ITU ICT Statistics)

• Need for building cybersecurity capacity
- Protection is crucial for the socio-economic wellbeing of

a country in the adoption of new technologies
Source: Symantec 2015 Internet Security Threat Report
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Level of Commitment of Countries…
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Coordinated Response
Need for a multi-level response to the cybersecurity challenges

International Cooperation 
frameworks and exchange of 

information

Harmonization of policies, legal 
frameworks and good practices at 

regional level

National strategies and policies

National response capabilities

Country level capacity building and training 

International

Regional 

National 

5
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Legal Measures

- Legal Measures 
Strategy

- Government Legal 
Authority

- Adequate and 
harmonized legal 
frameworks

Technical/Proce
dural Measures

- National 
Cybersecurity Goals 
and Framework

- Secure Government 
Infrastructure

- Global Technical 
Collaboration

Organizational 
Structures

- Government 
Coordination

- National Focal Point
- National CIRT
- Public-Private 

Partnerships

Capacity Building

- Cybersecurity Skills  
and Training 

- Culture of 
Cybersecurity

- Cybersecurity 
Innovation 

International 
Cooperation

- Enhanced 
collaboration 
(multistakeholder, 
Bi/Multi lateral)

- Inter-Agency 
Collaboration

Holistic Approach- Five areas of action
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GCI 2014
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Objective

The Global Cybersecurity Index (GCI) 
measures and ranks each nation state’s 
level of cybersecurity development in five 
main areas: 

• Legal Measures

• Technical Measures

• Organizational Measures

• Capacity Building

• National and International Cooperation



Committed to Connecting the World

9

1. Legal
• Criminal Legislation
• Regulation and Compliance

2.   Technical
• CERT/CIRT/CSIRT
• Standards
• Certification

3. Organizational
• Policy
• Roadmap for Governance
• Responsible Agency
• National Benchmarking

4. Capacity Building
• Standardization Development
• Manpower Development
• Professional Certification
• Agency Certification

5. Cooperation
• Intra-state Cooperation
• Intra-agency Cooperation
• Public-private Partnerships
• International Cooperation
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Timeframe and Project Activities
The project represents a combined effort of 18 months, from inception to publication.

As well as a global rank, the GCI averages ranks in 6 regions:
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• Surveys sent out to all ITU 
Member States

• Available in English, French and 
Spanish languages

• 105 total responses received
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URUGUAY

LEGAL MEASURES

• Regulatory Framework on Cybersecurity
• Policy on Information Security in Public Sector
• Information Security Direction
• National Computer Incident Response Centre CERTuy Decree
• Personal data protection and habeas data action Act
• EU Commission decision on the adequate protection of personal data

by Uruguay (2912)
• Uruguay became the first non-European state to join COE’s personal

data protection convention (2013)
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OMAN

TECHNICAL
• Oman National Computer Emergency Readiness Team (OCERT)
• Oman’s Information Security Management Framework is part of the overall ITA

standards framework and is based on a structured collection of independent
guidelines, processes and practices, primarily from ISO 27011

• Information Technology Authority (ITA) as a parent organization of OCERT is ISO
27001 certified and encouraging all organizations to adopt and implement the
ISO 27001 framework

• Through the cybersecurity professional development service, OCERT is providing
professional cybersecurity training in different security domains by providing
information security competency and capability courses and certifications

• The training is categorized to three levels (Level 3, Level 2 and Level 1, with Level
1 being the most senior level)
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TURKEY

ORGANIZATIONAL

• The National Cybersecurity Strategy and Action Plan 2013 -2014
• The action plan consists of 29 main actions and 95 sub-actions and assigns

responsibilities about legislation, capacity building, development of technical
infrastructure, etc.

• The Cybersecurity Board was established in order to determine the measures
regarding cybersecurity; to approve the prepared plans, programs, reports,
procedures, principles, and standards; and ensure their application and coordination

• In the last 3 years, three cybersecurity exercises were organized at the national
level with participants from both the public and private sector. The exercise played a
big role in raising awareness of cybersecurity and also were a great tool for
measuring the development of cybersecurity.
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AZERBAIJAN

CAPACITY BUILDING

• Azerbaijan Ministry of Communications and High Technologies has officially
recognized national or sector-specific research and development
programs/projects for cybersecurity standards, best practices, and guidelines to
be applied in the private and the public sector

• The Technical Committee is to implement the preparation of national standards
on the basis of international (regional) and interstate standards

• Azerbaijan conducts short training courses on E-government and information
security

• AZ-CERT organizes capture-the-flag competitions to enhance professional
competence in information security

• The IT and Communications Department of the State Oil Company of Azerbaijan
Republic (SOCAR) is certified under ISO 27001:2005

• SOCART IT and Communications Department is certified under ISO 27001:2005
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REPUBLIC OF KOREA

COOPERATION

• KISA has in place a number of memorandums of understanding on cybersecurity
cooperation with the following: OCSIA (United Kingdom), INCB (Israel), Australia,
CNCERT (China), STS (Kazakhstan), CERT Romania, Korea-China-Japan CERT and
private sector cooperation with Microsoft, Checkpoint and McAfee

• Information Communications Infrastructure Protection Committee to decide and
deliberate on protection of critical ICT infrastructure to guarantee national security
and stabilize the life of people

• National Cybersecurity Conference: Private/public/military response team (Art. 8)
organized and operated for decision-making on cyber threats, situation monitoring,
analyzing of threats and joint investigation

• Cooperation and participation in meetings with APCERT (Asia-Pacific Computer
Emergency Response Team), FIRST (Forum on Incident Response and Security Teams)
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Factual information on 
cybersecurity achievements on each 
country based on the GCA pillars
• Live documents
• Invite countries to assist us in 

maintaining updates information

http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/Country_Pr
ofiles.aspx

EXAMPLE 

http://www.itu.int/en/ITU-D/Cybersecurity/Pages/Country_Profiles.aspx
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GCI Version 2
• Resolution 130 (Rev. Busan, 2014)
“invites Member States to support ITU initiatives on cybersecurity, 
including the Global Cybersecurity Index (GCI) …”

What is new?

• Have a unique value addition to the sphere of existing 
Cybersecurity indices

• Capture more details on Cybersecurity
• Enhance consultation with Member States
• Expand the partnerships into a multi-stakeholder collaborative 

platform
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What makes the GCI unique is the balanced combination of:

• The broad geographic range covering all Member States of ITU
• The study of cybersecurity in five broad areas (pillars of Global 

Cybersecurity Agenda)
• The scoring and ranking mechanisms
• The cyberwellness country profiles

Index of Indices has been submitted as a contribution to the work 
of ITU D SG2 Q 3/2.
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• Go beyond 5 pillars of Global Cybersecurity Agenda 
(GCA)

• Go in more details on each pillar
• Address elements needed by SG2Question3
• Address elements for Connect 2020
 Goal 3 Sustainability: Manage Challenges resulting for 

telecommunications / ICT development
 Target 3.1. Improve cybersecurity readiness by 40%
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• Study group 2 Question 3 

– Contribution submitted for rapporteurs’ meeting of 29 April

– SG 3/2 agreed to review and endorse the GCIv2, and to make it the 
main instrument for data collection to meet their own needs.

– Open consultation for 1 month in July 

– The SG 3/2 will endorse the harmonized questionnaire at main 
meeting of September 2015

• WSIS Forum

– 2015: release of GCI 2014 report and inform on new version 
preparation 

– 2016: announcement of Global Results based on GCI version 2

– Every WSIS event thereafter: annual results announced 
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• “Primary” Partners : ABI Research
- Commitment, Continuity, Positive Experience, Expertise 

• New “Contributing” Partners
- Domain Experts, Academia, Industry, Other organizations doing 

similar work

• Partnership
- Expertise (Index Development, Statistical analysis, Software tools 

provision, Qualitative review of results
- Data sharing
- Funding
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• Index of indices June 2015
• New partnerships July 2015
• Draft questionnaire & conceptual framework            mid-July 2015
• Open consultations mid-July 2015
• Final questionnaire & conceptual framework Sep 2015
• Circular letter to MS with online questionnaire Oct 2015
• Data collection Oct 2015 – mid-March 2016
• Analysis of responses mid-April 2016
• GCIv2 results & all other deliverables May 2016
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• “Help us to build a tool that you can use to gauge your 
cybersecurity readiness and to take informed decision 
thereon” K. Huseinovic, ITU 

• “The GCI is a collaborative index not a competitive one”
A. Boyd, ABI Research

• “GCI is a capacity building tool, nothing more than that” 
M. Obiso, ITU

What is GCI for you …
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• As a partner
o Add to this body of knowledge under construction
o Your expertise on thematic to help enhance the GCI process and 

deliverables
o Connect better with ITU and Member States

• As a respondent to a questionnaire
o Reflect your Country’s achievements and plans for enhancing 

cybersecurity
o Share best practices
o Position your country on the cybersecurity commitment scale
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• Cyberdrills
 Americas: Colombia 3 – 6 Aug 2015
 Europe & CIS: Montenegro 30 Sep – 2 Oct 2015

• Study Group Meetings
 ITU-T SG17 Meeting, 8 – 17 Sep 2015
 Cybersecurity Workshop, 8 Sep 2015
 ITU-D SG2Q3 Meeting, 9 Sep 2015

• International Conference “Keeping Children and Young 
People Safe Online”, Warsaw, Poland, 22-23 Sep 2015

• Cybersecurity Conference, Sibiu, Romania, 24-25 Sep 
2015
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Thank You

Tym Kurpeta
Project Manager

ABI Research

kurpeta@abiresearch.com


